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Governing the High-Value Instrument

Enforced Access, Controlled Walk-Up, Maintenance, and Governed Self-
Service for Shared Analytical Instruments

For laboratory managers and operations leaders in failure analysis and materials characterization labs

Executive Summary

The most expensive assets in an analytical lab are usually its instruments, and they are
frequently its least-measured ones. An electron microscope or focused ion beam tool represents
a large capital investment whose value is realized only when it is in productive use. Yet many
labs cannot say how heavily their instruments are used, who used them, or how much time was
lost to idle periods, conflicts, and maintenance, because access is governed by a sign-up sheet
and a shared understanding rather than by the system.

Governing a high-value instrument well requires two things that are often treated as opposites.
The first is control: access must be enforced, conflicts prevented, and maintenance protected.
The second is flexibility: qualified users must be able to step up to an idle instrument and do
quick, legitimate work without wrestling a workflow built for something else. A system that
delivers only control wastes capacity and drives skilled users around it. A system that delivers
only flexibility loses the record and the discipline. High-value instruments deserve both.

This paper makes the case for governing instrument access as a single system that enforces
who may use an instrument and when, ends sessions automatically, accommodates
unscheduled walk-up use within limits, reserves time for maintenance without conflict, and lets
qualified users serve themselves without sacrificing the controls that protect data and
equipment. It explains how enforced access and governed self-service reinforce rather than
undermine each other, and how both produce the data a lab needs to manage its instruments
as the assets they are. It closes with how Quartz LIMS implements this.
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Why Informal Instrument Management Fails

Informal instrument scheduling fails in predictable ways. Bookings overrun because nothing
ends them, so the next user waits while the current one finishes. Conflicts are discovered at the
instrument rather than prevented in advance. Walk-up use is either forbidden, which wastes
genuinely idle time, or uncontrolled, which collides with scheduled work. Maintenance competes
with user bookings on equal footing, so either it is deferred, which risks the instrument, or it
displaces users without warning.

There is a second, quieter failure alongside these. A large share of instrument activity is done
by qualified engineers who operate the equipment themselves, often briefly and on their own
initiative. When the only available path is a full job submission designed for queued technician
work, that self-directed activity does not fit, and it tends to happen off the books entirely. The
images, the instrument time, and the work itself never reach the record, precisely where the
lab's most capable users are most active.

Underlying all of these is the absence of enforcement and the absence of data. Purpose-built
scheduling and access software exists to coordinate shared instruments, prevent conflicts, and
maximize the return on expensive equipment, and the manual alternatives deliver none of these
reliably. Shared research core facilities settled this question years ago. Mature facilities govern
access through booking rules that distinguish trained from untrained users and reservations
from walk-ups, track actual usage against scheduled time, and in many cases gate the
instrument itself with a card reader. The analytical lab faces the same problem and benefits
from the same discipline.

Enforced Access as the Foundation

The core idea is to make the booking authoritative by tying physical access to it. Rather than
trusting users to honor a schedule, the system enforces it. A user may operate the instrument
during their booking, and when the booking ends the system automatically locks the instrument
and requires re-authentication before further use. A brief warning before lockout lets the user
save their work, and a configurable grace period prevents an abrupt cutoff.

Enforcement changes behavior because the schedule is now real. Bookings end on time
because the system ends them, the next user starts on time, and the instrument is never quietly
monopolized past a reservation. The principle is a familiar one: a rule the system enforces is
worth far more than a rule that depends on everyone choosing to follow it. Just as important,
enforcement is what makes the session a reliable unit of record. Every period of use has a
defined start, a defined end, and a known owner, which is the foundation both for measuring
utilization and for capturing the work done during the session.
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Accommodating Reality: Walk-Up and Extensions

Rigid enforcement would be self-defeating if it could not accommodate legitimate spontaneous
use. A genuinely idle instrument should be usable by someone who needs it now, and a user
whose work is running long should be able to continue if no one else is waiting. A bounded
express-login mechanism provides for both. It grants a short, time-limited session for walk-up
use or to extend an existing booking, with the duration automatically capped by the next
scheduled reservation so that flexibility never overruns someone else's time.

This balance, enforced schedules with a controlled escape valve for spontaneous use, is what
makes an access system acceptable to the people who must live with it. Authentication can be
streamlined as well, for example through a badge reader, so that the security the system
provides does not come at the cost of friction at every login. The same bounded session is also
the natural home for self-directed work, a point the section on self-service develops.

Maintenance as a First-Class Reservation

Instruments require planned downtime for maintenance, and treating that downtime as an
afterthought is how labs end up either skipping maintenance or surprising users. A mature
access system treats maintenance as a first-class reservation. Authorized staff can reserve all
or part of a day, or a span of consecutive days, the reservation is visibly distinct from user
bookings on the calendar, and during it the instrument is unavailable for any session, including
walk-up use.

Because maintenance is the reservation that protects the asset itself, it must be able to take
precedence. A newly scheduled maintenance reservation can override conflicting user
bookings, with affected users notified and, where a session is in progress, given the same grace
period to save work. Planned downtime is not lost time. It is the scheduled investment that
prevents the far more expensive unplanned kind, and unplanned stoppages on a high-value,
heavily used instrument are exactly where the cost of poor maintenance concentrates.
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Self-Service for Qualified Users

Enforced access solves who may be at the instrument and when. It does not, by itself, solve
what happens when a qualified user is there to do quick work of their own. The answer is not to
bend the standard submit-and-process workflow, which is right for most analytical work, but to
provide a path shaped for self-directed use that operates inside the same access system.

That path is a walk-up job: a job created directly at the instrument, in a single step, with the
details the system already knows filled in automatically. The user is the logged-in engineer, the
instrument is the one at hand, and the job is processed immediately during the same session
rather than queued. Because the work is done and finished in one sitting, the job completes
automatically when the session ends, with no lingering open record to manage. Itis a
deliberately lightweight path that carries only the fields self-directed work actually needs and
imposes none of the routing overhead designed for technician queues. The point is to make
capturing the work easier than not capturing it, which is the only way self-service activity reliably
ends up in the record.

Self-direction is not limited to new work. Sometimes a job that was submitted in the normal way
is, in practice, performed by the engineer at the instrument rather than by a technician. A self-
process mode marks this explicitly, so the record reflects who actually did the work. The
distinction matters for effort and utilization metrics, because attributing self-processed work to a
technician who never touched it would quietly distort the picture of how the lab's labor is spent.

The legitimate worry about self-service is that convenience erodes control. It need not, provided
governance travels with the streamlined path rather than being stripped from it. The same
access rules that determine who may see and modify a job still apply. The same security
classifications that protect sensitive samples continue to apply. And the instrument access
controls described above still govern who may be at the instrument in the first place, so self-
service operates inside the booking and authentication system rather than around it. This is why
enforcement and self-service are complements rather than trade-offs. The enforced session is
precisely what makes self-service safe to offer, because it guarantees that the person serving
themselves is an authenticated, authorized user working within a bounded, recorded session.
Done this way, self-service widens the channel without lowering the standard. The discipline is
to streamline the workflow, not the controls.

The Data Dividend

An enforced booking system produces, as a byproduct, the data a lab needs to manage its
instruments as the assets they are. Because every session, walk-up, extension, self-processed
job, and maintenance reservation is a record, the lab can finally measure utilization: how heavily
each instrument is used, by whom, how much time is lost to idleness or conflict, and how much
to maintenance. Maintenance in particular becomes measurable rather than anecdotal, so a
manager can compare maintenance hours against productive hours per instrument and see
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where downtime is concentrating. This is the instrument-level analogue of operational workflow
metrics, and it feeds the same kind of decisions about capacity and investment.

Overall equipment effectiveness, long standard in manufacturing, is gaining ground in the life
sciences as labs recognize that an instrument's value depends on how effectively it is used, and
the booking record is the raw material from which such measures are built. The gap between
apparent and actual utilization is often larger than managers expect, which is the point. A
utilization gap cannot be closed while it remains invisible, and analyzing how instruments are
actually used is what lets a lab cut idle time and defer or avoid unnecessary capital purchases.
Accurate attribution matters here too. Because self-processed and walk-up work is captured
under the user who actually performed it, the labor picture reflects reality rather than crediting a
technician queue that was never involved.
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Governing Without Obstructing

Access control that is too rigid will be resented and circumvented, and an instrument that staff
find easier to use outside the system than within it produces no data at all. The walk-up and
extension mechanisms are not conveniences to be minimized. They are what makes
enforcement tolerable, and a lab that sets them too tightly will undermine the very utilization it is
trying to protect. The aim is to govern access without obstructing legitimate work.

Self-service carries its own cautions. It is appropriate only for genuinely qualified users, and that
qualification is a human judgment the software cannot make. A walk-up model extended to
untrained users risks damage to expensive instruments and to data quality, which is why it must
pair with enforced access and training rather than replace them. There is also a balance to
strike on how much work moves to self-service. If too much routine analysis shifts to walk-up
jobs, the lab can lose the consistency and review that the technician workflow provides. Self-
service is a complement to the standard workflow for the work that suits it, not a wholesale
replacement, and deciding which work belongs in which channel remains a management
choice.

Finally, it is worth being clear that booking data measures availability and use, not value. An
instrument can be heavily booked and poorly utilized, or lightly booked and essential. High
utilization is a goal only up to the point where it begins to delay important work, and the metrics
should inform judgment rather than replace it. Measuring instrument use is the start of
managing it well, not the conclusion.
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How Quartz LIMS Implements This

Quartz LIMS includes Gatekeeper, an access-control facility that enforces a booking schedule
on an instrument. It automatically locks the instrument at the end of a booking after a
configurable grace period and a warning, supports a bounded express-login mechanism for
walk-up use and extensions that is automatically capped by the next conflicting booking, and
offers badge-based unlock to streamline authentication. Maintenance can be reserved for part
of a day or across multiple consecutive days, is shown distinctly on the calendar, and can
override conflicting user bookings with appropriate notice.

Within that enforced session, Quartz LIMS supports a walk-up job type that qualified users
create directly at the instrument through the access system or the instrument-side client. The
submission is a single page with system-known fields prefilled, the job is processed during the
same session and completes automatically when the session ends, and it runs on a reduced
lifecycle suited to immediate work. A self-process mode marks existing jobs that an engineer
performs personally, so attribution stays accurate. Throughout, the standard access rules and
security classifications continue to apply, so self-service operates inside the same governance
as all other work. All of this activity, including maintenance, is available to reporting and
charting.

Because the booking rules, durations, maintenance policies, and self-service behavior are
configured to the lab's own instruments, security model, and practices, the system reflects how
a given lab actually shares its equipment and balances technician-run and self-directed work.
The result is protected utilization, controlled flexibility, governed self-service, and the data to
manage expensive instruments deliberately rather than by assumption.

To see how enforced instrument access and governed self-service would map to your lab, learn
more at quartzlims.com or request a walkthrough with the Quartz team.

QUARTZLIMS
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